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1. OBIIAA XAPAKTEPHCTHKA PABOYEH ITPOTPAMMBI»
IIPOOECCHOHAJTIBHOI'O MOAYJIA

«IIM.02 OPTAHH3AIIHA CETEBOIO'AZIMUHHCTPHPOBAHUA OITEPAIIHOHHbBIX. CUCTEM»

L.1. Ilenv u nnanupyemoie pe3y1omamol 0C60CHUSI RPOPECCUORATLHO20 MOOYS

B pesyasrare uzyueHust npodheCCHOHAIBHOTO MOAYIISE CTYACHT JOKCH OCBOUTh OCHOBHOH BH/ ACATCIIBHOCTH
OpFaHI/ISaLII/IH CCTCBOTO AAMUHHUCTPUPOBAHUA )58 COOTBCTCTBYHOIIIUC My O6H.[I/IC KOMIICTCHIIUH,
PO CCHOHATBHBIC KOMITCTE HIIHH:

1.1.1. TlepedeHb OOLIMX KOMITETEHIIHIA

Kon HaumeHoBaHHe 00IMX KOMIIeTeHIHUH

OK 01 Bribupars criocoOsl perneHust 3amad MpopecCUOHATBHON AEATENbHOCTH MPUMEHUTENBHO K
Pa3JIMYHbIM KOHTEKCTaM

OK 02 Hcnonp3oBaTh COBPEMEHHBIE CPEACTBA MOKMCKA, aHAIM3Aa M MHTEpIpeTalul HHpOpMaLuu, u
WH(OPMALMOHHBIE TEXHOJIOTHUH JIJI BBITIOJHEHUS 387124 PO ECCHOHAIBHON AEATENbHOCTH
[InarupoBaTh U peasm30BBIBATE COOCTBEHHOE MPOPECCUOHATBPHOE U JINYHOCTHOE PA3BHTHE,

OK 03 | mpeanpuHUMATENBCKYIO IEATENBHOCTD B MPO(ECCHOHANBHON cdepe, NCIIOIb30BATh 3HAHHS 10
NpaBOBOH M (PMHAHCOBOI IPAMOTHOCTH B PA3JIMYHBIX JKH3HEHHBIX CHUTYALUSX.

OK 04 o
O} dexTHBHO B3aUMOAEHCTBOBATh M padOTaTh B KOJJICKTHBE U KOMAHIIe

OK 05 OcCylecTBisITh YCTHYK0O U MHCbMEHHYI0 KOMMYHHUKAllUI0O Ha TOCYAapCTBEHHOM SI3bIKE
Poccwiickoit @epepanyu ¢ yaeToM 0COOEHHOCTEH COLMAIBHOTO B KYJIBTYPHOTO KOHTEKCTa
IIposiBasiTh  rpakIaHCKO-MATPUOTUYECKYHO IO3ULIMIO, JI€MOHCTPUPOBAaTb  OCO3HAHHOE

OK 06 | TOBEACHHE HA OCHOBE TPAXHMIIMOHHBIX POCCUNCKUX TyXOBHO-HPaBCTBEHHBIX LIEHHOCTE, B TOM
4yUClie C Y4YeTOM TapMOHHU3aLMM MEXHALMOHANBHBIX M MEKPEIUTHO3HBIX OTHOLIEHMHH,
IPUMEHSTH CTAHAAPThl AHTUKOPPYILIMOHHOTO MTOBEIEHUS
CopnelicTBOBaTh COXPAHEHUIO OKPYIKAOLIEH CPEbl, peCypcocOepekeHUI0, TPUMEHSITh 3HAHUS

OK 07 | 06 u3smMeHeHnH KJIMMaTa, IPUHIHITBI OePEeKITMBOrO MPOU3BOACTBA, 3P (PEKTUBHO NEHCTBOBATH B
Ype3BbMAHBIX CUTYALUIX
Ucnonp3oBarh cpeacTsa GU3MUECKONW KyJbTYPBI IJIS1 COXPAHEHUSI U YKPEIUICHHUs 3J0POBbSI B

OK 08 | mpouecce mnpodeCCHOHANBHONW IESTeNbHOCTH W TOANEPKAHHSA HEOOXOAMMOro YpPOBHS
(bu3NIECKOI MOATOTOBIEHHOCTH

OK 09 [Tonb3oBaTbest MPOGECCHOHATBPHON TOKYMEHTalMell Ha TOCYAapCTBEHHOM W HMHOCTPAHHOM

SA3BIKAX

1.1.2. Tlepedenb mpodhecCHOHANBHBIX KOMIETSHIIHIA

Kon HanmeHnoBaH#e BUAOB AEATENBHOCTH U MPO(PECCHOHANTBHBIX KOMITETEHLIUI

BA 1 Oprasuzanus ceTeBoro aAMHHHCTPHPOBAHHS ONEPALHOHHBIX CHCTEM

IIK 2.1 [IpuHUMATE MEPBI IO YCTPAHEHHIO COOEB B OMEPALIMOHHBIX CUCTEMAX

IIK 2.2 AJMUHUCTPUPOBATH CETEBBIE PECYPCHI B ONEPALIMOHHBIX CUCTEMAaX

IIK 2.3 OcymecTBiATh cOOp AAHHBIX ISl AHAIHM3a UCTIOIB30BAHUS U (DYHKIIHOHUPOBAHUS
IPOrPAMMHO-TEXHUYECKHUX CPEACTB KOMIBIOTEPHBIX CETEH

IIK 2.4 Ocy1ecTBATh MpOBeeHNne OOHOBJICHUS POTPAMMHOTO O0ECTIEUeHHUS
OTEPALMOHHBIX CHCTEM M MPHKJIATHOTO MPOrPAMMHOr0 00eCTIeYeHuUs

IIK 2.5 Ocy1uecTBiATh BbIBJIEHUE U yCTPaHEHHE MHLIUJEHTOB B ITpoLiecce
(YHKIIMOHMPOBAHUS ONIEPALMOHHBIX CUCTEM




1.1.3. B pesynprare ocBOCHHS MPOGECCHOHANBHOTO MOAYIISL CTYACHT JODKCH:

Braners HaBbikaMu

- BOCCTAHOBJIEHHMsI  MapaMeTpOB TNPHU  TIOMOLIM  CEPBEPOB
ApXVBUPOBAHUS M CPEACTB YIPABIEHHS CIIEHUATN3UPOBAHHBIX
OTEPALOHHBIX CUCTEM CETEBOTO 00OPYAOBAHHS,

- 3alycKka, MOHHUTOPMHIa W KOHTPOJISI TPOLEAYpPbl YCTAaHOBKH
NPUKJIAQAHOTO  MPOrPaMMHOrO  o0ecredeHHss Ha  KOHEYHBIX
yCTPONCTBAX MOJIB30BATENEH W/WIIN CEPBEPHOM O0OPYIOBAHNUH,

- BBIIOJIHEHUS  PE3EPBHOTO  KOMHUPOBAHHS  MPOTPAMMHOTO
obecrieueHnss TEXHMYECKUX CPEACTB, MOMANAlIIUX B 00JIacTh
MOTEHINAIBHOTO IOMEHA BOSHHUKHOBEHHSI COOS;

- BBIIOJHEHHWs  OOHOBJEHHS  INPOrPAMMHOrO  OOecreueHHs
TEXHUYECKHX CPENICTB COTNIACHO MHCTPYKLIHHY,

- COTIOCTaBJICHHE aBapUHHON HH(POPMALIUU OT Pa3IMIHBIX
yCTPONCTB MH(POPMALMOHHO-KOMMYHUKALIHOHHON CHCTEMBI,
JIOKaJM3alHsi OTKAa30B B CETEBBIX YCTPOWCTBAX W OMNEPAL[MOHHBIX
CHCTEMaX;

- BBISIBJICHUSI U OTIPENIeNIEHUs] COOEB M OTKAa30B CETEBBIX YCTPOICTB, U
OTEPALIMOHHBIX CHCTEM,

- YCTpPaHEHUS TOCJIEACTBUN COOEB U OTKA30B CETEBBIX YCTPOWUCTB H
OINEPALIMOHHBIX CHCTEM

VYmMmers

- UASHTU(UIUPOBATb 1 OLIGHWBATh  CTENEHb  KPUTHYHOCTH
UHIMJEHTOB, BO3HUKAIOIIMX TPH  yCTAaHOBKE U  paboTe
MPOTrPaAMMHOTO O0OECTIEUeHNs1, U IPUHUMATD PEIIEHHE 10 H3MEHEHHIO
NPOLENYPH! YCTAHOBKY,

- HCTIONIB30BATh COBpPEMEHHbIE METO/IBI KOHTPOJIS
MPON3BOIUTEILHOCTH UH(POPMALIMOHHO-KOMMYHHUKAITUOHHON
CHCTEM,

- JIOKAJIM30BaTh OTKA3 U MHULIMUPOBATh KOPPEKTHPYIOLIHE NIEHCTBHS,
- paboTaTh ¢ cepBepaMu apXUBUPOBAHMS U CPEACTBAMU YIIPABICHUS
OTEPALIMOHHBIX CHCTEM;

- TIOJB30BATBCS HOPMATHUBHO-TEXHHUUECKOW JOKYMEHTalHMel B
o0nacTi HHPOKOMMYHHKALMOHHBIX TEXHOJIOT U,

- HCIOJIb30BaTh PA3JIMYHBIE CPENCTBA M PEXKHUMbl YCTAHOBKH U
OOHOBJIEHHSI ~ MPOTPAMMHOr0O  o0ecriedeHuss  HUH(POPMAITHOHHO-
KOMMYHHKAIIHOHHOH CHCTEMBI, B TOM YHCJI€ aBTOMATHYECKHE,

- BBINOJHATH  IUIAHOBOE  APXUBUPOBAHHE  MPOrPAMMHOIO
obecrieueHNsl NOJIb30BATENbCKUX YCTPONUCTB COTNIaCHO rpaduky

3Harte

- NPUHOMNBl (YHKIMOHUPOBAHUS AaIMMAPATHBIX, MPOTPAMMHBIX U
MPOrPaMMHO-AIMAPATHBIX CPENCTB AAMUHUCTPUPYEMON CETH,

- ApXUTEKTYpPhl ammapaTHbIX, MPOTPAMMHBIX U TPOrPaMMHO-
anmapaTHbIX  CPEACTB  AAMHHHCTPUPYEMOW  HMH(OPMAIMOHHO-
KOMMYHHKAIIHOHHOM CUCTEMBI,

- IULEH3UOHHbBIE TPEOOBAHMUSI [0 HACTPOUKE YCTAHABIUBAEMOTO
MPOrPaMMHOTO O0eCTIeUeHuS,

- TUMNOBbBIE MPUYMHBI WHIUJEHTOB, BO3SHUKAIOUINX MPH YCTAHOBKE
MPOrPaMMHOTO OOeCTIeueHus;

- TUTOBBIE MPOLEAYPHI U CTAHAAPTHI OOHOBJICHUS MPOTPAMMHOIO
obecriedyeHns TEXHUYECKUX CPENICTB;

- JIMLUEH3WOHHBIE TpeOOBaHUS TO HACTPOHike OOHOBISIEMOrO
MPOrPaMMHOTO OOeCTIeueHus,




- perJaMeHThl IPOBeneHUs MPOPUIAKTHIECKUX padoT Ha
aJIMUHUCTPHUPYEMOI UH(POPMALIMOHHO-KOMMYHHUKAITUOHHON
CHCTEME;

- TpeOOBaHUsI OXpaHbl TPyJa MpU padoTe C CeTEeBOH ammaparypoi
aIMUHUCTPHUPYEMOI UH(POPMALIMOHHO-KOMMYHHUKAITUOHHON
CHCTEMBI

1.2. KonuuecTBo 4acoB, 0TBOJHUMOE HA 0CBOEHHE NMPO(eCcCHOHATBLHOI0 MOAY I
Bcero wacos 790
U3 aux Ba oceoenne MJIK. 02.01 210

Ha ocsoerne MJIK. 02.02 136

Ha ocsoerne MJIK. 02.03 120

HAa MPAKTHKU, B TOM YHCIE YIeOHYI0 72 W MPOU3BOACTBEHHYIO 252



2. Crpykrypa u coaepkanie npod)eCCHOHAILHOTO MOTYJIst
2.1. Crpykrypa npodeccnonanbuoro moayast «[IM.02 OPITAHUIAIIHA CETEBOI O AJIMUHUCTPUPOBAHUA OITEPAITHOHHBIX CHCTEM)

O0BeM npo(eccHOHATBHOTO MOIYJIA, Yac.

Koast HaumenoBanus CyMMapHBIi Obyqenue no MJIK Lipaxmuxu Hpomexyrounas
PO (eCCHOHATBHBIX pasaenos 00BEM TTaGoparopHsix TIpoM3BOACTBEHHAN | arrecTarus CaMoCTOATETbHAS
o6mmx IPOECCHOHATLHOIO |  HAMPY3KH, | Beero u Kypeosbix | v, < g (ecnu pabota
KOMIICTCHIIMH MOy JI yac. TPAKTHHUECKIX padot npeoycmompena
. (TIpoexTOB) paccpeOomodeHnas
3aHATHI
npaxmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-09 MJIK 02.01
IK21-24 AIMHHHUCTPHPOBAHHC
CETCBBIX 220 210 100 10
ONICPAHOHHBIX
CHCTEM
OK 01-09 MJIK 02.02 136 136 30
[K21-24 [TporpammuOE
obecrmieycHue
KOMIIBIOTEPHBIX
cere
OK 01-09 MJIK 02.03 130 120 50 10
[IK21-24 Opranmsauus
AIMHHHCTPHPOBAHUSA
KOMIIBIOTEPHBIX
CHCTEM
IK2.1-24 YuecOHas mpakTHKa 72 72
IIK2.1-24 IIpousBoacTBEHHAS 252 252
MPAKTHKA
Beezo: 810 466 180 | X 72 252 20




. TemaTuuyeckuii mian u cogeps;kanue npodeccuonaabuoro moayas «JIM.02 OPTAHU3AIIUA CETEBOI O AJIMHHHCTPUPOBAHU A »

HaumeHnoBaHue pasaesios u
TeM Npo(ecCHOHATBHOI 0

Coaepsranue yue0HOr0 MaTepHaJia,

O0béM B

monyas (IIM), JadopaTopHble padoThl H MPAKTHYECKHE 3aHATHS, CAMOCTOSATEIbHAS YueOHas padoTa 00y4aromuxcs,
MEKIHC HHIUTHHAP HBIX KypcoBasi padora (IpoeKT) (eciu npedycmompeHol) Hacax
kypcos (M/IK)
1 2 3

M/JK.02.01. 210
AAMHHHCTPHPOBaHHE
CeTeBbIX ONEepPALHOHHBIX
CHCTEM
Tema 1.1 YcranoBka u Coodepicanue 39
Hacrpoiika Windows Server | 1 PaszBepthiBanne u ynpasaenue Windows Server 2012 R2

2012 R2

0630p Windows Server 2012R2. Ycrtanoska Windows Server 2012R2. Hactpotika Windows Server
2012R2 nocne ycranoeku. O030p 3ana4a no yopasieHuo Windows Server 2012R2. Beeaenue B Windows
PowerShell

Beenenne B fomeHnble cepBucbl Ciyx0b1 Katanora
Beeaenue 8 AD DS. O630p dyukumii koHTpOaIepa JoMeHa. Y CTAHOBKA KOHTPOJLICPA JOMCHA

YnpasieHue 00beKTaMu JoMeHHBbIX ¢J1yk0 Cay:x0b1 Katanora
VYopaBncHHEC YYCTHBIMH 3aIMCSMU TIOJIB30BATCICH. YNPABICHHE TPyMIAMU. YTIPABICHUC YUCTHBIMH
3aMHUCIMH KOMITBIOTCPOB. JleerupoBasue aaMUHUCTPATHBHBIX 33,04

ABTOMATH3ALHS AAMHHHCTPHPOBAHHUS JOMeHHBbIX cJ1yk0 Ciay:x0b1 Katanora

Hcnonb3oBanue CpeacTB KOMaHIHOM CTpOoKH qist aqmuuuctpuposanus AD DS, Mcnosap3oanne Windows
PowerShell ama amgmunuctpuposanns AD DS. Ilpom3sencHue MHOXKECTBCHHBIX OINEpaLMid ¢
ncnonp3oBanueM Windows PowerShell.

IIpumenenne nporoxosa DHCP
Y cranoska ponu DHCP cepgep. Hacrpoiika DHCP oGnacreit. Y npasnenue 6azoti qanaeix DHCP, 3amura
u moHuropuar DHCP

Hpumenenne DNS
Ipouecc pasperncnus umeH B Windows. Ycranoska cepsepa DNS. Ymopasnenue sonamu DNS

ITpumeHeHHE TOKATBLHOT0 XPAHHIHINA JAHHBIX
O030p METOIOB XpaHCHHS NAHHBIX. Y IPAaBJICHHE TUCKaMH H ToMaMu. Mcmomp3oBaHHE TPOCTPAHCTB
XPpaHCHUS

Ipumenenne aiinopoii ciryk0b1 H CTYKRObI NEYATH
3amura (aiijgoB U manok. 3auura Nanok CPeACTBAMH TCHEBOro kommpoBanwus. Hactpoiika PaGounx
nanok. Hactpoiika cereBoit meyaTu

IIpumeHeHHe rPYyNNOBOI NOJHTHKH




O0630p rpymmoBoii momutnku. O6paboTka rPyNNOBBIX MOMUTHK. [IpuMEHEHHE UECHTPATIHM30BAHHOTO
XPaHIIUINA A TMHHACTPATHBHBIX MTAOTOHOB

10 | 3ammuTa cepeepoB Windows npumMeHeHHeM 00bEKTOB IPYINOBOii HOJHTHKH
O0630p OeczomacHocTH onepaumoHHBIX cucteM Windows. Hactpolika mapamerpoB 06e30MacHOCTH.
Orpannucuue npukiaguaoro I10. Hacrpotika Opanamayspa Windows ¢ pacimupeHHOH 6€30MACHOCTHIO
11 | IlpumeHeHne cepBepHoii BuUpTyanuzauuu ¢ Hyper-V
O0630p Texnomoruii Buptyanmzauun. [IpuvenenueHyper-V. YmpasieHue XpaHHIHIIEM BHPTYAIbHBIX
MalnrH. Y IPaBICHUC BUPTYAIBHBIMH CCTIMHU
Tema Cooepicanue 39
1.2AgMuHHCTPHPOBAHHE 1 Hacrpoiika u ycTpanenue Henoyiaaok ciayxobr DNS
Windows Server 2012 R2 HacTpotika cepsepHoii pomu DNS. Hactpotika 3ou DNS. Hactpoiika nepeaauu 3o DNS. Vopasnenue
cayx0oii DNS u ycTpaHeHHE HEMOIAA0K
2 Hoaaep:xika xomeHubIx cayx0 Cay:xobr KaTanora
O630p AD DS. MHcnonpzoBaHHe BHPTYAIH3HPOBAHHBIX KOHTPOIEPOB JAoMeHA. [lpmvmeHeHue
KOHTPOJLICPOB JoMeHa ¢ gocrynoM toibko Ha uteHue (RODC). Anmunucrpuposanue AD DS.
Yupasnenue 6azoli nanusix AD DS
3 YnpasJjieHHe NoJib30BATEIbCKUMH H CTY’Ke0HBIMH Y4eTHBIMH 3ANHCSIMH
Hacrpotika [omutuku naponeii u [loautuku Onoxuposku yuetHoi 3amucu. Hactpoiika Y npasnsemoit
CAyKeOHOH YUCTHOM 3aIUCH
4 Bueapenne uagpacTpykrypsl I pynnoBsix noIHTHK
O630p I'pynmosoit monutuku. Breapenwe u aavuHHcTpHpoBaHue ['pynmnoseix momutuk. OOmacTsb
JCHCTBHS M TOPSIIOK 00paboTKu [ pynmoBEIX MOMUTHK. Y CTPAHCHUE HETTOIAJ0K PUMECHEHHS | pyIImoBbIX
MOJIUTHK
5 YrnpagJ/ieHue NoJib30BaTEIbCKHM Pa00uHM CTOJI0M Yepe3 [ pynnoByro noauTuxky
[Mpumenenne AaMuUHUCTpATHBHBIX a0I0HOB. HacTpoiika MpUMEHCHHS CKPUNTOB U IICPCHAIPABIICHHSI
nanok. Hactpoiika npexnourenui B [ pynmnoBoli monutrke. Y npaBieHUE MPOrpaMMHBIM 00CCIICUCHUEM
uepe3 I pynmoByro NoMuTHKY
6 YcranoBka, HacTpoiika U ycTpaHeHHe HenoJsiagok posu Cepeep CereBoii NOJIHTHKH.
VYcranoBka u Hactpoiika poau Cepsep Ceresoit moautuku. Hactpoiika kiauenros u cepsepo RADIUS.
MeToapl npoBepku NOATHHHOCTH cepeepa CeTeBol MOMUTHKH. MOHHTOPHHT M YCTPAHCHHE HEMONAT0K
poau Cepsep CeTeBOM MOJUTHKH
7 ITpumeHeHHe 3a1UTHI JOCTYNA K CETH
00630p samure gocryna k cetu (NAP). O630p mporiecca mpuMeHESHUS 31U Th JOCTYNA K cetr. Hactpoiika
NAP. Hacrpotika npumenerns NAP uepes npunynutensasic [PSec BzanmonerictBrsa. MOHUTOPUHT U
yCTpaHeHHE HemoJiaaok NAP
8 Hcnonb3oBanue yrajaeHHOro AoCcTyna




0030p TEeXHOMOrMH YAAICHHOTO AocTyna. Bueapenue texHomaoruu DirectAccess ¢ MOMOINBIO MacTepa
HAYaIbHOW HACTpouku. BHeapenwe u ynpasincHue pacimupeHHo wuHppacTpykrypoit DirectAccess.
Bueapenne VPN. Bueapenne Web Application Proxy

9 Ontumusanus ¢aiiioBbIX CEpBHCOB
00630p aucmeTucpa pecypcos daiimosoro cepsepa — FSRM. Ucnonszosanue FSRM gns yopasiaeHus
KBOTaMH, (DalmoBBIM BKPAaHHPOBAHHEM H OTYCTAMH IO HCIONB30BaHHMIO Xpanuauma. [Iprvenenwve
knaccudukauu $aiaos u 3a1a4 no ynpasaeHuro darimamu. O630p pacnpeaeneHHoM (HaiiaoBoit CUCTEMbI
DFS. Hactpoiika nmeHoBanHOTO npoctpanctea DFS. Hactpoiika u ycTpaHeHHe HENONAI0K PEILIUKALINN
DFS

10 | Hactpoiika um¢poBaHus H paclIHPEeHHOr0 AyAUTA
Iudposanue guckos ¢ ucnoaszoBanuem BitLocker. [lludposanue daitnos ¢ ucnoaszoBanuem EFS.
HacTtpolika paciiupeHHOro ayaura.

11 Pa3BepThiBaHHE H TOAAEPIKKA CEPBEPHBIX 00pa30B
00630p cayxObr passepreiBanus Windows. Ynpasiacnue oOpaszamu. [lpuMeHCHHE pa3BepTHIBAHHUS C
MOMOIIBIO CITY>KOBI pasBepTeiBanus Windows. A IMUHUCTPUPOBAHUE CIyKObI pazsepThiBanus Windows.

12 | BHeapeHue ynpaBjeHHsI 00HOBJEHHIMH
0630p WSUS. PassepreiBanue 00HOBaCHHIM TocpeacTBom WSUS

13 | MouuTtopunr Windows Server 2012

Cpencrea Monutopunra. HMcmonszosanue MOHHTOpa NpPOW3BOAMTENBHOCTH. MOHUTOPHHT JKYPHAIOB
COOBITHII.

B mom uucie npakmuyueckux 3ansimuii u 1a00pamopHvix paoom

1 HacTpotika u ycrpanenue Henonaaok cayxOer DNS

2 IMoaxep:xka ADDS

3 Y IpaBIcHUE NOIb30BATCIBCKAMH H CITYKEOHBIMH VUCTHBIMH 3aITUCIMU

4 Breapenne undpactpykrypsl [ pynmoBbIX HOTUTHK

5 YpagieHUe MOMb30BATCIBCKIM paboduM CTOIOM 4Yepe3 | pynmoByro NOIUTHKY

6 Y cranoska u Hactpoiika ponu Cepeep CeTeBON MONTUTHKH

7 IlprMeHEHHE 3aIAUTH TOCTYIIA K CCTH

8 Bue rpenne texnogoruu DirectAccess ¢ MOMOIIBIO MAacTEPa HAYATBHOW HACTPOHKH
9 PaseeprteiBanpe pacmupenHoi nadpactpykrypsl DirectAccess

10 | Bregpenne VPN

11 | Baeapenue Web Application Proxy

12 | Hactpoiika Ksot u datinosoro sxpanuposanus B FSRM

13 | Ilpumenenne DFS

14 | Hactpoiika mmgpoBanus U paCIIHPCHHOTO ayANTA

15 | Ucnons3oBanue ciay:x0bl pazeepreiBanusg Windows mis passepreisanmst WindowsServer 2012

100
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16

Bue qpenue yrpaBieHust OOHOBICHUSIMH

17

Monwuropunr WindowsServer 2012

Tema 1.3. OcnoBbl Linux.

Cooe

poHCARUE

22

BBeaenne
Beeaenne B mucumminny. 3Hakomcteo ¢ VMWare vSphere.

@aiinosbie cucrembl OC Linux
daiinossie cuctemsr OC Linux. Co3nanue v pa3mMerka )KeCTKOr0 TUCKA

Hoaroroeka cepsepa OC Linux
Bapuants! ycranoBku. Pesepsaoe konuposanue. Cosnanue CHUMKOB. Pa3MeTka )KECTKOTo AMCKa.

Hacrpoiika web-cepsepor B OC Linux
ITpotokon HTTP. Be6-cepeep Nginx. O0patHoe npokcuposanne B Nginx.

Hacrpoiika cepeepa DNS 8 OC Linux
[Tpotokon DNS

Hacrpoiika cepeepa DHCP 8 OC Linux
ITpotokon DHCP

HacTtpoiika daiinoebix cepsepos B OC Linux
IIporoxon FTP. ®atinosas cucrema NFS. daiinossiii cepsep Samba.

Hacrpoiika cepeepos B/l 8 OC Linux
CYBJI MySQL. CYBJl MongoDB

Konreiinepsr Docker
Konretineps Docker.CniocoOw1 cBsizm koHTeiHEpoB Docker.

10

IIpoexkTHpOBaHue

IIpoexruposanne. Beeaeune. Ananus tpeGosanuii. Peamuszarust cuctemsl. COCTABACHHE TOKYMCHTALIMN

CamocTosiTensHas padora

10

M/JK.02.02. IIporpammHoe
o0ecniedyeHne
KOMIBHTEPHBIX CeTEH

136

Tema 2.1. Peanuzanust
KJIHEHTCKOH

HH(PACTPYKTYPbI

Cooepicanue

1

OueHka u onpeaeeHHe NapaMeTpoB pa3sepTbiBaHus KaneHTcKkHXx OC

00630p KU3HECHHOTO IMKIA KITHCHTCKUX KOMITBIOTEPOB npeanpusatust. OueHka o00pyI0BaHUS U
rOTOBHOCTH HH(PPaCTPYKTYphI K passeptriBannto KiueHTCKUX OC. OG30p METOI0B Pa3BePTHIBAHUS
kmueHTckux OC B cpeae opranuzanuy. TeXHONOT MM TMICH3UOHHOH aKTHBALMH T KITHCHTCKHX
KOMIBIOTEPOB B opranmzanud. [ lnanuposanue crpareruu paszsepteiBanus kiueHrckux OC. Coop
JaHHbIX 00 nHbpacTpykrype. Peannzaims pemeHns JMICH3NOHHOW aK THBALIUH

I[nanupoBanue CTpATErHu ynpaBjeHHs 06pa3aMu
00630p dopmaros obGpaza Windows. O630p cpeacts ynpasienus oopasamu (Image Management).

Ouenka OuzHeC-TPEOOBAHME IS MOAACPKKH CTPATCTHH VIIPABICHUS 00Pa3aMH.

56
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Peanuzanyst 6e30nacHOCTH KJIHEHTCKUX CHCTEM

Peanuszarms ueHTpann3oBaHHOTO perncHus no 6esonacHoctu kueHTckux OC. ITnanupoBanue u
peanuzanus BitLocker. [Tnanuposanue u peannzauums mudposanus ¢ nomoinsio EFS. Hactpoiika
6esonmacHocTr KaueHTCkux OC ¢ moMOIIEI0 rpynnoBoi nonutuky. Hactpolika mudposanus qucka ¢
nmomortpio BitLocker. Peamuzanus petnenus uentpanu3osantoro yupasiacaus EFS. Peamnzanms
perieHus A1 BoccTaHoBICHUs (aiiios, samuimeHHbx EFS.

3axBaT u ynpasJjienHe oopazamu Kauentckux OC

0630p Windows ADK. Ynpagaeuue cpenoit mpeaycranoBku Windows (Windows PE). Coznanue
HUCX0AHOTO 0Opasa ¢ momoipo Windows SIM u Sysprep. 3axsaT u 00CTy’>KHBAaHHUIO 3TATTOHHOTO 00pa3za.
HacTpotika u yopasnenue ciy:x60it paszsepreiBanus Windows (Windows Deployment Services).
Hacrpotika Windows PE. Y craHoBKa 3TaToHHOTO KOMIBIOTEPA ¢ IOMOIIBIO (haitia oteToB. OOpaboTka
JTANIOHHOTO KOMIbIOTEPa ¢ moMotbio Sysprep. Cozaanue daiina otBeToB ¢ nomoipo Windows SIM.
VcraHOBKa 3TAOHHOTO KOMIBIOTEPA ¢ MOMOIIBIO daiina oTBeToB. O0paboTKa 3TAJOHHOTO KOMITBIOTEPA
¢ oMot Sysprep. Services [lnanuposanue cpeast WindowsDeploymentServices. YcraHoBka u
HacTpotika cepsepHol poart WDS. 3axsar stanonHoro obpasza ¢ nomouipro WDS. PassepTeiBanrie
obpasa ¢ momornrsio WDS

IlnanupoBaHue U peau3anus MUTPALHH M0JIb30BATEIHLCKOH Cpeabl

0030p cI0CO00B MHUTPALIMH MOIH30BATEIBCKOM Cpeabl. [ TaHupoBaHHEe MUTPALIH TOTB30BATETBCKON
cpenst ¢ momotnbro USMT. Murparus cocrositust nojp3osare;ist ¢ momornpio USMT. [Tnanuposanue
MUTPALIIH 0Tb30BATEIbCKOM cpeabl. Co3nanue u HacTpoiika XML-daiino USMT. C6op naHHbIX 1
BOCCTaHOBJCHU: npoduis nonb3osareis ¢ nomompo USMT. BeimonHeHHE MUTpALHK ¢ CO3AaHUEM
KCCTKHUX CCBIIIOK

ILnanupoBanue u passeprbisanue KiueHTCKUX OC ¢ nomousro Microsoft Deployment Toolkit
Inanuposanwue cpeawr Lite Touch Installation. Peanuzaruss MDT 2012 gst Lite Touch Installation.
HuTerpamus cayx0 paszsepreiBanus Windows ¢ MDT. [nanuposanne cpeant Lite Touch Installation.
Ycranoska MDT 2012 u HeoOxoanmerx komnoHeHTos. Coznanue u Hactpoiika MDT 2012 Deployment
Share. PassepreiBanue u 3axsar oopasa stajonnoi OC. Marerpamus WDS ¢ MDT 2012 gas
oOecnieueHUs BO3MOXKHOCTeH 3arpy3ku PXE.

ILnanupoBanue u passeprbiBanue KianeHTCKuX OC ¢ nomousio System Center Configuration
Manager 2012

Inanuposanuecpeast Zero Touch Installation. Iloarotoska catita mast paszsepreiBanust OC. [Moctpoenue
3TANOHHOTO 00pasa Ha OCHOBE nocneaoBaTenabHocTh 3anau Configuration Manager. McnonszoBanue
nocieaosareapHOCTH 3a1ad MDT mis pasBepteiBanus KIHEHTCKUX 00pa3oB. [lnanuposanue

HHPPACTPYKTYPHI pa3BepThIBAHI OnepanuoHHoH cucteMsl. [TonroToska cpeapr Zero Touch Installation.

HacTpotlika naketos passepThiBanus U 06pazos cucteMsl. Iloarotoska cpeapr ZeroTouchlnstallation

IliaHupoBanue u peajausanus cJayk0 yaanensnoro gocryna (Remote Desktop Services)

12



00630p cyx0b1 yaaneuHoro pabouero croja. [ lmanuposanue cpeast Remote Desktop Services.
HacTpotika passepteiBanms HHQPACTPYKTYPHI BUPTYaIbHBIX pabounx ctonos. Hactpolika nocryma k
KJINCHTaM Ha OCHOBE ceaHcoB (Session-Based Desktop). Paciupenue cpeast Remote Desktop Services B
Hurepuer. [lnanuposanue cpeast Remote Desktop Services. Hactpotika cueHapus nHGPacTpyKTyphI
BUPTYaIbHBIX padounx cTonos. Hactpoiika cueHapus 1ocTyna Ha OCHOBE ceaHcoB. [IpoekTuposanme
noyintuk 110308 RDS. Hacrpoiika mutrozos RDS

YupasieHue BUPpTYATH3aAUHEN M0JIb30BATEbCKOr0 cocTosinus Auist kKaneHTckux QOC opranusanuu
00630p BupTyanu3auuu npoduist nons3osareis. [ tanuposanue BupTyamu3anny npopus
nons3oeares. Hactpoiika nepemermaeMerx mpoduicii, nepeHanpasicHms nanok u asToHoMHbIX (offline)
daiinos. Peanmnsanus BupTyanusaiui padboTsl mos3osareis ot Microsoft (Microsoft User Experience
Virtualization). [Inanuposanue BupTyanuzanmu mpoduis Mos30BaTe s, Peamnsaiius BUPTYATH3aHH
po ULl IOJIBb30BATENS.

10

IlnanupoBanne u peanuzanusi HHPPACTPYKTYPbI 00HOBJIeHHI Ans nogaep:xkkH KineHTckux OC
OpraHH3alHH

[Tnanuposanue HHPPACTPYKTYPhI OOHOBICHHN A1 OpraHu3anuy. Peanuzanms noagepkku OOHOBICHHN
nporpamMMHoro obecneueHus ¢ nomompro Configuration Manager 2012. YopasneHnue 0OHOBICHUIMHI
ISl BUPTYaTbHBIX MamuH H 00pa3oB. Mcnonszosanne Windows Intune nns yrpasieHns oGHOBICHUE
nporpamMMHoro obecrieucHus. [ lnanuposanue nadpacTpykTypsl oOHOBICHUS. Peanuzamys oGHOBICHUH
mporpamMmMHoro obecneucHus ¢ nomompro Configuration Manager 2012. Peanuzarus oOHOBICHHIN
MPOrPaMMHOI0 00ecTieueHHs 1151 ONOIHOTEK BUPTYAIBHBIX MAIIHH.

11

3ammTa KOMNBIOTEPOB NMPEANPHATHS OT BPEJOHOCHBIX NPOrPAMM H MOTEPb JaHHBIX

0630p System Center 2012 Endpoint Protection. Hactpotika Endpoint Protection Client Settings u
MoHuTOpHHTa cocTosiHu. Menonszosanne Windows Intune Endpoint Protection. 3amuTa KTHEHTCKHX
OC ¢ momomrio System Center 2012 Data Protection Manager. Hactpolika u pa3sepThIBaHHE TIOTHTHK
EndpointProtection. Hactpotika napametpos knueHTa 11 mogaep:kku Endpoint Protection.
MOHI/ITOpI/IHI‘ 3aIMHUThl KOHCYHBIX TOYCK. HaCTpOI\/'IKa U IMPOBCPKA 3AIMUTBI JAHHBIX KJIUCHTA

12

MOHHTOPHHI NPOH3BOAUTEILHOCTH H PA00TOCIOCOOHOCTH HHPPACTPYKTYpPbI KianeHTckux OC
[IpouzsoaurensHOCTh U padoTocnocoOHOCTE HHPPACTPYKTYpH! KiaueHTCKkuX OC. MoHHUTOpHHT
HHPACTPYKTYPHI BUPTYATbHBIX KIHeHTOB. Hactpotika Operations Manager n19 MOHHTOPHHTA
BHPTYaJIbHBIX CPEN.

B mom uucie npakmuyueckux 3ausimuil u 1abopamopHuix paoom

O1icHKa ¥ ONPEACICHUE MAPAMETPOB Pa3BEPTHIBAHUS

InanupoBanue cTparerun yrpaBicHus o0pasaMu

HacTtpotika 6€300acHOCTH KITHCHTCKUX CHCTEM

Hacrpotika mmdposanus daiinos ¢ nomorrso EFS

NN =

Iloaroroska oOpasza u cpeasl npeaycranosku Y cranoska Windows ADK

30
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6 Cosznanue sTaoHHOro oopasa ¢ nomoineio Windows SIM u Sysprep Cosnanue daiina OTBETOB ¢
nomoeo Windows SIM

7 Cosznanre u 00CTyKMBAHUE 3TAJOHHOTO 00pasa

8 Hacrpotika u ympasneunue Windows Deployment Services [Tnanuposanue cpeast Windows Deployment
Services

9 ITnannposanvie U peanu3anys MUTPAIIUH [TOJIb30BATENbCKON CPEABI

10 | Murparmms cocTosSHUS HONb30BATENS C CO3AAHNEM JKECTKHX CCBIIIOK

11 | Inanuposanue u passeptroiBanue kaueHTCKuX OC ¢ momormeio MDT

12 | Tlogroroska cpeapl A1l pa3BePTHIBAHHUS ONEPALIMOHHON CHCTEMBI

13 | UcnoaszoBanue MDT u Configuration Manager nns noarorosku Zero-Touch Installation

14 | Ilnanuposanue u peanuzauus uadpactpyrrypel Remote Desktop Services

15 | Pacumpenue gocryna k MuatepueT mist uadpactpykrypst RDS

16 | PaseepThiBaHuC M IOAACPIKKA BUPTYAIHU3ALNH MPOGHII MOIb30BATES

17 | Ilpoextuposanue u peanusanys GaiIoBbx CIyk0

18 | Peamuzamms Client Endpoint Protection Hactpoiika touku Endpoint Protection

19 Hacrpotika Data Protection 1ist JaHHBIX KIHCHTCKOT'O KOMITBEOTEPA

20 | MoHHUTOPHHT MPOU3BOAUTCIBHOCTH H PAbOTOCTIOCOOHOCTH HHPPACTPYKTYphI KiaueHTckux OC
Hacrpotika

Tema 2.2. Peanuzauus Cooeporcanue 50

cpelbl HACTOJIbHBIX 1 Pa3paGoTka cTpaTeruu pa3BepTbIBaHHS MPHII0KEHHH

NPHII0KEHH . Omnpenenenue 6uzHec-TpeOOBaHU 1T pa3BepThiBaHMs nNpunoxeHnid. O630p cTpaTeruy pa3BepThIBAHUS
npuiokeHUuH. BeIOop moaxoadieii crpareruy pa3BepThIBAHMUS MPUIOKCHUH 11 odrca.

2 JuarHocTuka u obecneyeHHe COBMECTHMOCTH MPHJI0KeHH i
Juarsoctrka npoGreM COBMECTUMOCTH pUIokeHUH. OLieHKa B peann3aiis PemeHNH mo
BOCCTAHOBJICHHIO. PenieHne npodaembl coBMeCTUMOCTH ¢ Tomotibio Application Compatibility Toolkit.
VcranoBka u HacTporika ACT. AHamu3 mOTEHIUANBHBIX TPOOIeM COBMECTUMOCTH. PeineHne npobem
COBMECTHMOCTH NPUIOKCHUH. ABTOMATH3aLNs Pa3BEPTHIBAHUS MMPOTPAMMHEIX CPEICTB 00CCIICUCHUS
coBMecTHMOCTH (shims)

3 Pa3zBepThiBaHNe MpHIIOKEHHH ¢ TOMOLLBI TPYHNOBLIX NOJHTHK H Windows Intune
PasBepThiBaHNEC NPHUIOKEHUH ¢ IOMOLIBIO MPYMIIOBBIX NOMUTHK. Pa3BepThIBaHNE MPHIOKECHUH C
nomoineo Windows Intune. PazsepTriBaHHE TPUITOKEHAN C TOMOINBIO FPYIIIOBBIX MOTHTHK. 3AIyCK
cumyasuud Windows Intune.

4 PaszBepThiBanue npunoskenuii ¢ momombr System Center Configuration Manager
Konuemmpu pa3seproianms npunoxeHui ¢ momoinsio Configuration Manager 2012. PazseptriBanue
npuioxkeHui ¢ nomompro Configuration Manager 2012. Coznanue 3anpocos Configuration Manager
2012. Cozganue komICKIMi moib3oBaresicii u yerpoiicts Configuration Manager 2012,

5 Pa3zBepThiBaHNSI cAMOOOCTY/KHBAEMBIX HPHI0KEHHI
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Konrmeniiu pazsepToiBaHms CAaMOOOCTYKHBACMbIX MPHIokeHuH. HacTpotiika caMoo0cyKuBaeMbIX
npuioxkeHul ¢ Windows Intune. PazsepTriBanus camooOcmyxusacMbrx nprinoxeHnuii ¢ Configuration
Manager 2012. Pa3gepTeiBanus camMo0o0CTyKUBACMbIX IPHIOKEHHH ¢ Service Manager 2012.
IMoaroroska System Center Configuration Manager 2012 mst moaaepskku Service Manager 2012 Self-
Service Portal. Hactpotika ServiceManager 2012 Self-ServicePortal. [Tposepka Bo3amMoxkxHOCTH
MPEIOCTABICHHS NPUIIOKEHHUN NOIb30BaTesM ¢ noMompko Self-Service Portal.

IIpoexkTHpOBaHHe H peann3anus HHPPACTPYKTYPbI BUPTYATH3ALHH HPEACTABJICHHH

OueHka TpeboBannil BUpTYamu3apu npeacrasicHui. [lnanuposanve HHPpacTpyKTYphl BUPTYATH3ALMN
npeacrasicHui. PazgepTeiBanue HHPPACTPYKTYPH BUPTYATH3ALNH MPEACTABICHUH. PazBepTriBaHue
HHPPACTPYKTYPHI BBICOKOH TOTOBHOCTH ISl BUPTYAIH3ALUH NPEACTABICHUI

IloaroroBka, HaCTpoOiika H pa3BepThIBaAHHE NPEACTABJCHHH BHPTYAJH3ALHH NP HJI0KEHHH
OmnpeneneHUe CTPATETHH MPEACTABICHAN BUPTYAIU3ALUH MPHIOKCHUH. PazBepTrIBaHHE yaANICHHOTO
pabouero crona, RemoteApp, u RD Web Access. PazsepreiBanue npunosxenuii Ha RD Session Host.
HacTpotika u passeptriBanue npunokeHuit Remote App. [IpoBepka BO3MOKHOCTH HCIIOIb30BAHUS
npuiokeHud ¢ nomomnpio RD Web Access.

IIpoexkTHpOBaHHE H pa3BepThIBAHHE CPedbl BUPTYATH3AIHH NP HJI0KEHHH

00630p Moaenel BUPTYaIu3anny NPHUIoKEHNH. Pa3BepTrIBaHHE KOMIOHCHTOB HHPPACTPYKTYPHI
BHUPTYaIH3alMH IPHIOKEHIH. HacTpoiika KITHEHTCKON IOAASPIKKH BUPTYATH3ALNH TPHITOKEHUH.
[Tnanuposanue pazeepTeiBanus App-V poneli H KOMIOHEHTOB. Pa3sepThiBanue HHYPACTPYKTYPBI App-
V. Hactpoiika kanenta App-V

HoaroToBka K BUPTYAIH3ALNH H PA3BEPTHIBAHHE BUPTYAJIbHBIX MPHJI0KEHHI

[ToaroToBka NpUITOKECHHUH AT BRIIOTHEHHS B cpeae App-V. PazeepreiBanue npunoskenuii App-V.
VYcranoBka u HacTpoirika App-V Sequencer. [loaroroBka NpuioKeHUN K BUPTYATH3ALNH.
PaseepteiBanne App-V npunoxenuii ¢ momoinpto Configuration Manager.

10

ILnaHupoBanue u peasu3anusi 6€30MACHOCTH H 00HOBJICHHS MPHJI0MKEHH

[TnanupoBanue 0GHOBICHUS PHIOKEeHUH. PazsepTriBanue 00HOBICHNH ¢ moMompo WSUS.
PaseeprteiBanne obnoBnenuii ¢ momoeio Configuration Manager 2012. Peanuzauus 6e3onacHOCTH
npuiokeHuH. OOHOBICHHE pa3BEePHYTHIX NpunokeHuid. OOHOBICHHE PHIOKEHHH App-V.
PaseepreiBanne momutuk AppLocker o ynpasiaeHus 3amycKoOM NPHIOKCHHH.

11

ILnaHupoBanue u peajiu3anusi 00HOBJICHHS H 3AMEHbI NP UJI0KESHH

Inanuposanue u peanu3sarus OOHOBICHUS NPUIOKCHUI U 3aMeneHus npuiokenuid. [lnanuposanue u
peanuzanus CoCyIeCcTBOBaHMUS MPHIoKeHNH. OOHOBICHHUE Pa3BEPHYTHIX NPUIOKCHNUH. 3aMeHa
pasBepHYTHIX mputoskeHUH. HacTpoiika cocyInecTBOBaHMS Pa3TMIHBIX BEPCHH NPUIOKCHUS

12

MoHHTOPHHI pa3BepTHIBAHHS, HCII0JIB30BAHUS H IPOH3BOAHTEILHOCTH NPHJI0KEHHH
[Tnanuposanue u peanuzanys HHOPACTPYKTYPbl MOHUTOPHHTA IPUIOKEHUH. MeTpuKH,
MHBCHTapH3alMI ¥ aHATH3 PECYPCOEMKOCTH NMPIIIOKEHNH. MOHUTOPHHT UCITOIB30BAHUS PECYPCOB
npuiokeHul. [ lnanupoBanie HHBCHTapU3ANK NPUIKeHHH. Opranu3aiys HHBCHTAPH3ALMN
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MPOTrPaMMHOr0 obecreucHust. MeTPHKH UCIIOMB30BAHUS MPHUI0KCHUH. MOHUTOPHHT HCIIONB30BAHUE
pecypceos cepeepos RD Session Host mpunmoskeHusimu. CHIKCHHE MIMKOBOUM HATPY3KU HA PECYPChHI

OPUIOKCHUAMUA

M/JK.02.03. Opranuzauus 120
AJMHHHCTPHPOBAHHUS

KOMIBITEPHBIX CHCTEM

Tema 3.1 IlpoextupoBanue | Codepacanue 30
H peajiu3alus cepBepHOi 1 IlnanupoBanue anrpeiiga u MUrpauH cepBepa

HH(PACTPYKTYPbI

Pexomenmanmn mo anrpeifiny w wmurpaumu. Co3maHue IUlaHa anrpeidaa W MHTPalUH  cepBepa.
ITnannposanve BUPTYATH3AIMH

2 IlnanupoBanue u BHeaApeHHe HHPPACTPYKTYPbI AJis pa3BepPTHIBAHHS CEPBEPOB
Bribop moaxoasimedt cTparerum cozgaHus oOpasoB cepBepa. Bueapenue crparernu aBTOMaTHUECKOTO
pa3BepTHIBAHUS

3 IlnanupoBanye u pa3BepThIBAHHE CEPBEPOB € HCIOJIL30BAHHEM AHCIETYEPA BHPTYAJIbHbBIX MALLIMH
(VMM)
00630p aucneTuepa Bupryanbabix MamuH B System Center 2012 R2. Peanuzarus 6ubmuorek u npoduicit
JUCTICTICpa BUPTYanpHeIX MamuH. [InaHuposanve u passepteiBanme cayx0 VMM,

4 IlpoexTHpoBanne U BHegpeHHe HH(}pPACTPYKTYpbI JiecoB U AoMeHOB Active Directory Domain
Services
IMpoexkruposanue geca AD DS. IlpoekTrpoBanue U peaau3aius AOBCPUTCIbHBIX OTHOIICHUH MEKIY
necamu. [lpoextuposanue unterpanmun ADDS ¢ WindowsAzureActiveDirectory. Ilpoektuposanne u
cozganue nomeHoB AD DS. Ipoekruposanue npoctpancts umeH DNS B cpeae AD DS. Ipoektuposanue
nJoBeputenbHbix otHomeHu AD DS,

5 IIpoexTupoBanue u peanuszauus uHppacTpykrypsi noapasaeienuii (OU) u paspewenuii AD DS
[TnanupoBanue neerupoBaHys aIMHHUCTPATHBHBIX 3a1a4. [IpoekTupoBaHue CTPYKTYPHI IOAPa3AeICHIHA
OU. I'poektupoBanue U BEeApeHue crpareruu rpyvomn AD DS

6 IlpoexTHpoBaHHe U BHeApEeHHE CTPATErHH IPYNIOBLIX MOJHTHK
C6op TpeOyemoli wHPOpPMANMHM [T MPOCKTHPOBAHMS TPYMIOBBIX MNOMUTUK. lIlpoektupoBanue u
BHEeApcHHE rpynmoBbix noyuTHK. [Ipoektuposanne oOpaGoTku rpymmoBbix moiautvk. [lnanmpoBanme
VIPaBJICHHUS IPYNIIOBBIMH OTUTHKAMH

7 IpoexTupoBanue u peanuzauus pusnyueckoii ronogaorun AD DS
IMpoexktupoBanne u peamusamus cantoB Active Directory. IlpockrupoBanue permmukanmu Active
Directory. IlpoekTupoBanue pa3MEINCHHS KOHTPOLICPOB JOMCHA. BupTyamuzanus KOHTPOJUICPOB
gomeHa. [IpoekTrpoBanyie BRICOKOH JOCTYITHOCTH KOHTPOJLICPOB AOMCHA

8 IlnanupoBanye U peannzanys XpaHHIHLL JAHHBIX

[Tnanuposanne u sueapenue iSCSI SAN. IInanuposanue u BHeapenue Storage Spaces. Onrummzanus

talinosbIx ciyk0 A GUINaIoB.
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InanupoBanue U peaM3aUHSA 3aIHTHI CETeH
00630p mpoekTupoBanms OezomacHocTr cerei. [IpoekTrpoBaHe U BHEAPCHHE UCTOIb30BaHUsS Windows
Firewall. IlpoektupoBanue u BHeapeHne HHbpacTpykTypsr NAP

10

IIpoexTHpOBaHKE U PEATH3ALMS 3ALIHTHI CJIYK0 J0CTYNA K CETH
Inanuposanre u BHeapenue DirectAccess. Ilnanuposanue u BuHeapenue VPN. Ilnanuposanue wu
BreapeHne Web Application Proxy. Ilnanuposanue ca0xHONH HHPPACTPYKTYPHI YIAJICHHOTO JOCTYIA

Tema 3.2. Peannzauus
NPOJABHHYTOH CEPBEPHOH
HH(PACTPYKTYPbI

Cooe

poHCARUE

0030p ynpasnenust Llentpom O0padorku J[aHHBIX NPpEeATIPUATHS
0630p O/ npeanpustus. 0630p komnoneHT SystemCenter 2012 R2

IlnannpoBanue u peasH3anus CTPaTerHH BUPTYAJH3ALHH CEPBEPOB
[Tnanuposanue pa3zsepThIBaHUA JUCTICTUCPA BUPTYaIbHEIX MamH (VMM). [Inanuposanue n peanuzanms
CEPBEPHOU BUPTYATH3ALUH.

IlnannpoBanue u peasn3anus ceTeBoil HHPPACTPYKTYPBI H CHCTEM XpaHEeHHS JAHHbBIX AJIs
BHPTyaJIH3aALHU

ITnannposanve cucTeM XpaHEHH JJI1 BUpTYaIu3anuy. Peannsanms cucteM XpaHeHUS JIs
Buptyanuzauny. [lnanuposanye u peanuzanus ceTeBOH HHPPACTPYKTYPHI JUTs1 BUPTYTH3ALHH.
ITnannposanve 1 peann3anys BUPTYAIN3ALHAN CETH

IlnannpoBanue u pa3BepThIBaHHE BHPTYAJIbHBIX MALIHH

ITnannposanve mapaMeTpoB BUPTYaIbHEIX MammyH. [loAroToBka kK pa3BepTHIBAaHHUIO BUPTYAJIBHBIX MAIIHH
€ HCIOJBb30BAHHEM JUCTIETICPA BUPTYaAIbHBIX MamuH (VMM). Pa3sepThiBaHne BHPTYaIbHBIX MAIIHH.
ITnannposanve n peanmzamms permuku Hyper-V

IInannpoBanue u peasn3anus pelieHHs M0 AIMHHHCTPHPOBAHHIO BUPTyayu3anu [lnanmnposanve
U peaau3aius apromaru3auu ¢ ucrnonb3osanvem System Center 2012 R2. [1nanuposanue u peaausarus
MicrosoftSystemCenterAdministration. [ lnanuposanue u peanuzamms Self-Service ¢ ucnosp3osanueM
System Center 2012 R2. ITnanupoBanue u peaiusaiiys YCTaHOBKH OOHOBICHUM B HHPPACTPYKTYpe
CEPBEPHOM BUPTYAIU3ALMHI

IlnanupoBaHye U peaauzanysi CTpaTerid MOHHTOPHHIA CEPBEPOB
Inanuposanre mouutopunra B Windows Server 2012 R2. O630p SystemCenterOperationsManager.
ITnanmposanve 1 HacTpolka KOMIOHEHT MoHUTOpHHTa. HacTpoiika Bzanmogericrsus ¢ VMM

IlnanupoBanne H peaju3zaunus pelleHHil BbICOKOH AOCTymHOCTH [Jsi (ailjioBbIX CIy:k0 H
NPHJIOKEHUT

Inanuposanue u peanusaus Storage Spaces. [Lnanuposanue u peanusauus DFS. Ilnanuposanue u
peammzanms NLB

IlnanupoBaHue U peanu3anus pelieHHi BLICOKOI JOCTYMMHOCTH HA OCHOBE KJIACTEPOB
InanupoBanre MHPPACTPYKTYPHI OTKA30YCTOMYHBBIX KIACTEPOB. BHEAPCHHE OTKA30yCTOWYHBOrO

knactepa. [lmanupoBanue W peaau3aiusi CHCTCMBI YCTAHOBKHM OOHOBICHHH JJIS OTKA30yCTOHYHBOTO

40
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kiactepa. HMHTrerpamms  OTKa3OyCTOWYMBBIX — KJIacTepoB W BHpTyanmmsamuu. [lmanuposanmne
pachpeaeIEHHBIX OTKA30yCTOMIUBBIX KIACTEPOB

ILlnaHupoBanue u peajqu3anus crpaTerun oecnepedoiinoii padorsi (Business Continuity Strategy)
O030p crparerun Oecniepeboitnoii padotel. [lnaHupoBaHHe W peamuzaiusi CTPATCTHH PE3CPBHOTO
kormposanust. [TaHupoBaHue 1 peanu3ariis BOCCTAaHOBICHMS. [ [TaHUpOBaHKE U peantn3anus pe3cPBHOTO
KOIUPOBAHUA 1 BOCCTAHOBJICHU BUPTYAJIbHBIX MalllH

10

IInannpoBanue u peanu3anust HHPPACTPYKTYPBI OTKPBITBHIX KJIHOYeii

[TnanupoBanue U pa3BEePTHIBAHUE YAOCTOBEPSIOMUX LHEHTPoB. [lnanuposanue u peanuzanus madIoOHOB
ceprudukaros. [lnanupoBanue u peamuzanus BeAAYM W OT3bIBa cepTH(ukato. IlnaHuposanue u
peanu3anys apXUBALUN U BOCCTAHOBJICHUS KIOUCH

11

IlnanupoBanue u passeproiBanne AD FS

Inanuposanue u peanusauus unppactpykrypet AD FS. Ilnanuposanue u peamuzamus AD FS Claim
Providers u Relying Parties. [Tnanuposanne u peamuzamus AD FS Claims u Claim Rules. [Tnanuposanue
u peammzanug Web Application Proxy

12

IInanupoBaHue U peanu3anus J0CTYNA K JAHHBIM JJIs IOJIb30BaTeNel H yCTPOHCTB
IMnanuposanue u peanusamps DAC. ITnanuposanne nogkaodeHus K padouemy mecty (Workplace Join).
[Tnanuposanue pabounx nanok (Work Folders)

13

IlnanupoBanye u peanuzanus CJayR0bl YIPABJIEHHS PABAMH

0630p AD RMS. [Inanuposanne u peannzamus knacrepa AD RMS. Ilnanupoanue u BHeIpeHHE
mabnoHoB AD RMS u monutuk AD RMS. [Tnanuposanue u peannzanus BHeIHETo goctyma k AD RMS.
[Tnanuposanue u peanuzanus szanmoaekcteus AD RMS u Dynamic Access Control.

B mom yucie npakmuueckux 3ansmuil u 1abopamopHuix pabom

1.

A

OcyecTBiieHre KOHPUTYPUPOBAHUS IPOTPAMMHOTO 0becrieYeHrs Ha cepBepax u padbodnx
CTAHIIVSIX.

YcTaHOBKa MpaB 1OCTYNa U KOHTPOJIb UCMOJb30BAHHUS CETEBBIX PECYPCOB
AJMUHUCTPHUPOBaHUE CEPBEPOB

Pacuér ctommocTH ceTeBoro o0OpyaOBaHUs M IPOrPAMMHOTO obecreueHust

Peructpauus nonb3oBareneil JIOKaIbHON CETH

Ocy1iecTBI€HNE AHTUBUPYCHOHN 3aIIUTBI

50

CamocrosiTenbHas paboTa

10

YueOHasi npakTHKA
Ilepeuens pador:

1. AIMHUHHCTPHPOBaHHE CEPBEPOB U PaOOUMX CTAHLIHI.

2. Opranuzaums 10CTyIa K JIOKaJIbHBIM ceTsM u UHTepHeTY.

3. YcTaHOBKa U COMPOBOXKIEHUE CETEBBIX CEPBUCOB.

4. Pacdér CTOMMOCTH CE€TE€BOro 00OPYIOBAHUS U MPOTPAMMHOIO 00eCTIEYEeHHSI.

72
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5. COop maHHBIX I aHAJTH3a UCTIOb30BaHHSI TPOrPAMMHO-TEXHHYECKUX CPEACTB KOMIIBIOTEPHBIX CETEM.
6. OO0ecnieuenue ceTeBoil 0€30MACHOCTU

ITpousBoaCcTBEHHASI MPAKTHKA pa3aesia
Ilepeuens pador:
1. YcraHOBKa Ha cepBephl U padoure CTAHIMK: ONEPALIMOHHBIE CHCTEMbI 1 HEOOXOIUMOe ISl paOOThI TPOrPaMMHOE
obecrieyeHue.

2. Tlomnep»ka B paboTOCIOCOOHOM COCTOSTHUUM MpOrpaMMHoe odecriedeHrue cepBepoB U paboYnx CTaHIUH.
3. Perucrpaums nosp3oBarenei JOKAIbHON CETH U IIOYTOBOTO CEpPBEPa, HA3HAYAECT UACHTU(PUKATOPHI U MAPOIIH.
4. OOecneueHne CBOEBPEMEHHOTO KOMTUPOBAHUS, APXUBUPOBAHUS U PE3EPBUPOBAHMS JAHHBIX.
5. TlpuHsATHE MEp MO BOCCTAHOBIIEHHIO pabOTOCTIOCOOHOCTH JIOKAJTBHOH CETH MPHU COOSX MIIH BBIXOJIE U3 CTPOSI CETEBOTO 252
o0opyznoBanusi. BeisiBiIeHNE OMMOOK MONB30BATENEH H MPOrPaMMHOTO 00eCTIeUeH s U IPUHSATHE MEP IO UX UCTIPABJICHUIO.
6. IIpoBeneHne MOHUTOPHHIA CETH, pa3padaThIBATh MPEAJIOKEHHS 10 PA3BUTHIO HHPPACTPYKTYPHI CETH.
7. ObecnieueHue ceTeBOi O€30MaCHOCTH (3AIUTY OT HECAHKIIMOHMPOBAHHOTO AOCTYIA K HHYOPMALIMH, IPOCMOTpA HITH
U3MEHEHUsI CUCTEMHBIX (DaiiIOB M TAaHHBIX ), OE€30MACHOCTh MEKCETEBOTO B3AaMMOACHCTBUSI.
8. OcyliecTBiIeHNE AHTUBUPYCHOH 3aIIUTHI JIOKAIBHOHN BBIUHUCIUTENILHOW CETH, CEPBEPOB M PA0OYUX CTAHLIUH.
JIokyMEeHTHpOBaHHE BCEX NPOU3BEACHHBIX NCHCTBHIA.
ITpome:RyTOUHASI aTTECTAIIHSA 6
Bcero 810
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3. YCJOBUS PEAJIM3ALINU ITPOI'PAMMBI ITIPOPECCUOHAJIBHOI'O MO YJIA

«I[IM.02 OPTAHU3ALMA CETEBOI'O AAIMUHUCTPUPOBAHUA
OIIEPALIMOHHBIX CUCTEM»

3.1. lns peanu3zauuy nporpaMmal nNpo(pecCHOHAJIBLHOT0 MOIYJIsl AOJKHBI ObITH

NPeAyCMOTPEHbBI CJEAYIOIIHE CelHATbHbIE OMEeHHUsI:

Jlabopatopuu: «IIpoekTupoBanue 6a3 JaHHBIX», KAPXUTEKTYpa anmapaTHbIX CPEIACTBY,
«JKCIUTyaTallH CeTeBOH MH(PPACTPYKTYpPBD»

3.2. UndopmannoHHoe obecrnieyeHHe peain3alui NPorpaMmsbl

3.2.1. IleuarHble H3AAHUSA

1. Opraauzanus ceTeBoro anMuHUCTpupoBanus: yuebunk / A 1. bapanuukos, ITA.

bapanunkos, A 1O. I'pomos, O.A. JlomreBa. — Mocksa: KYPC: UH®PA-M, 2020. — 384 c.

1.

1.2.2. DnexkTpoHHBbIe H3AaHHUsI (3JIeKTPOHHBIE pPecypchl)
I'nupenko, M. I'. Texnonorust pa3paboTku nporpaMMHOro odecriedenus: yueOHoe mocodue
s cpenHero npodeccuonanpHoro obpasosanus / U. I'. I'nupenko, @. @. Ilasnos, . IO.
®enopoB. — 2-e u3n., nepepad. u non. — Mocksa : Usnatensctso FOpaiit, 2024, — 248 ¢. —
(ITpodeccuonanbuoe obpazosanne). — ISBN 978-5-534-18131-9. — Tekct: 3neKTpOHHBIH //
ObpazoBatenpHas muatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/539215 (nmara
obpamenust: 12.03.2024).

. T'ocres, . M. OrnepalliOHHBIE CHCTEMbI. YYeOHUK W TPAKTHKYM JJIsi CPEIHErO

npodeccronanpHoro odpasosanust / 1. M. T'octeB. — 2-e m3n., ucnp. u gomn. — Mocksa :
Wzparenscto KOpaiit, 2024. — 164 ¢. — (IIpodeccuonanbroe odpazosanue). — ISBN 978-
5-534-04951-0. — Tekct: snextponnsiii / ObpasosarenvHas wiarpopma KOpaiit [caiit]. —
URL: https://uratt.ru/bcode/539078 (nata obpamenus: 12.03.2024).

. Kazapun, O. B. OcHoBbl uHpOpMAIIMOHHON 0€30MacHOCTH. HAIEKHOCTh U O€30MacHOCTh

nporpaMMHOro obecnedeHusi: y4deOHOe mocodue i CpemHero MpogeCCHOHAIBHOTO
obpazosanusi / O. B. Kazapun, W. b. lllyounckumii. — Mocksa: M3narenscTso FOpaiit, 2024.
— 342 c¢. — (IlpodeccuonanpHoe obpaszoBanue). — ISBN 978-5-534-10671-8. — Tekcr:
snekTponubi  //  OOpa3oBatenbHas — mmatpopma  FOpaidt  [caiit] —  URL:
https://uratt.ru/bcode/542339 (nara obpamenus: 12.03.2024).

. Kazapun, O. B. [IIporpammHo-anmapatHble CpeacTBa 3amuThl wHpOpMarmu. 3amqura

NPOrpaMMHOTO oOecreueHus:: Y4eOHHUK W TPAKTHKYM Ui CPEOHEro MpogheCCHOHAIBHOTO
obpazosanusi / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa: Uznarenscto FOpaiit, 2024, —
312 ¢. — (IIpodeccuonanvHoe obpasoBanme). — ISBN 978-5-534-13221-2. — Tekcr:
snekTponubi  //  OOpa3oBatenbHas — mmatpopma  FOpaidt  [caiit] —  URL:
https://urait.ru/bcode/543631 (nara obpamenus: 12.03.2024)

. JIuteunckas, O. C., AnMuHUCTpHpOBaHHE HH(POPMAILIMOHHBIX PecypcoB: yueOHoe mocodue /

O. C. Jlutunckas, JI. A. Bacun. — Mocksa: KnoPyc, 2024. — 227 ¢. — ISBN 978-5-406-
12343-0. — URL: https://book.ru/book/951856 (mara obpamenus: 12.03.2024). — Tekcr:
3JIEKTPOHHBII.

Opranuzanus cereBoro agMuHUCTpUpoBaHust: yueOuuk / A.U. bapanuukos, [1.A. bapanunkos,
A 1O. I'pomos, O.A. JlomteBa. — Mocksa: KYPC: MH®PA-M, 2024. — 384 c. - ISBN 978-
5-906818-34-8. - Tekct: snextponnbiid. - URL: https://znanium.ru/catalog/product/2096066
(mata obpamenusi: 01.03.2024). — Peskum goctyna: 1mo moamucke.

. Iluros, B. H., Bueapenue nadopmanroHHbix cucteM: yaeOHoe mocobue / B. H. Illuros. —

Mocksa: KnoPyc, 2024, — 341 c¢. — ISBN 978-5-406-12424-6. — URL:
https://book.ru/book/952297 (nata obpamenusi: 12.03.2024). — TekCT: 3ME€KTPOHHBIH.

. HTuros, B. H., YcrpoiicTBo u pyHKUNOHUPOBaHNE HHYOPMALMOHHON CUCTEMBI: yueOHuK / B.

H. IIutoB. — Mocksa: KuoPyc, 2024, — 333 c¢. — ISBN 978-5-406-12882-4. — URL:
https://book.ru/book/953436 (nata obpamenwusi: 12.03.2024). — TekcCT: 3J€KTPOHHBIH.
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4. KOHTPO/JIb H OLIEHKA PE3YJ/IbTATOB OCBOEHHUA ITPO®ECCHOHAJIBHOI' O MOAYIIA

Kon u HaumeHoBaHIE
IIK u OK,
(bopMupyeMbIx B
paMKax MOAYJIs

Kpurepun onenkn

Mertonb! onieHku

IIK 2.1. IIpunumarts
MEpBI 110 YCTPAHEHUIO
cOO0eB B ONEPaIMOHHBIX
cCUCTeMax

IIK 2.2.
AMUHUCTPUPOBATH
CEeTeBbIE PECYPCHI B
OTepaLMIOHHbIX
CHUCTEMax

IIK 2.3. OcymecTBisThb
cOOp MaHHBIX ISt
aHaJM3a
UCTIOJIb30BAHUS U
(YHKITHOHUPOBAHUS
POTrPaMMHO-
TEXHUYECKHUX CPENICTB
KOMITBIOTEPHBIX CETEH

IIK 2.4. OcymecTBisTh
NPOBENEHHE
OOHOBJIEHUS
POTrPaMMHOTO
obecneueHust
OTEPAIMOHHBIX CHCTEM
U MPHUKJIATHOTO
POTrPaMMHOTO
obecneueHust

IIK 2.5. OcymecTBnsTh
BBISIBJICHUE U
yCTpaHEeHHe
UHITU/ICHTOB B
nporiecce
(YHKITHOHUPOBAHUS
OMEPAIIOHHBIX CUCTEM

Onpenenenne
npodeCCUOHANTLHOM 3a1a4u |
OTAaNnoOB €€ BbBIIIOJIHCHUA

D¢ dexTuBHBII MOUCK
UH(POPMALIUH TSI PEIISHHST
npodeCCHOHANTBHOM 3a1auu

Onpenenenue pecypcoB AJIst
pemeHus mpodeCCHOHATLHOM
3a1a4u

OueHka «OTJIMYHOY -
TEXHUYECKOE 3aIaHHE
NPOaHAJHU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aTaHUI0 U
oopMIIeH B COOTBETCTBUU CO
CTaHIApTaMH, TIOSICHEHBI €r0
OCHOBHbIE CTPYKTYPBL

O11eHKa «XOPOIIIOY -aJITOPUTM
pa3pabotas, opopMIIeH B
COOTBETCTBHH CO CTaHIapPTaMHU
U COOTBETCTBYET 3a1aHHIO,
TIOACHEHBI €TI0 OCHOBHBIC

CTPYKTYPBL.

OrueHka «yI0BIETBOPUTEIBHOY
- anropuTMm paspadoTaH u
COOTBETCTBYET 33aHUIO.

Dx3ameHn/3aueT B popme
cobecenoBaHus:
NPaKTHYECKOE 3aaHUe 10
MOCTPOEHHIO AJTOPUTMA B
COOTBETCTBHHU C
TEXHUYCCKUM 3a1aHUEM

DKCnepTHOEe HaO IO IeHUEe U
OLIEHKa Ha JJabopaTopHO -
NPaKTUYECKHUX 3aHATUSX, TIPU
BBITIOJTHEHUH PadoT 1o
yueOHOH u
MPOU3BOACTBEHHON
paKTHKaM

3amuTa OTYETOB 1O
MPAKTUICCKUM U
nabopaTopHbIM paboTam

Hntepnperanus pe3yabTaToB
HaOIrOIeHUH 3a
IeSATENIbHOCTBIO
oOyHaromerocs: B mporecce
ocBOeHUs1 0Opa3oBaTeIbHOMN
POTrPaMMBbI

OK 01. Beibupatb
CHOCOOBI peIIeHUs
3ama4
npo¢heCCHOHATTbHON
IeATeNIbHOCTH
MPUMEHHUTEJBHO K
PazIMYHBIMU
KOHTEKCTaM

ITonbop BapuaHTOB perieHus
KOHKPETHOU
npodeCCHOHANTBHOM 3a1auu
WK IpoOIe MBI

OrueHka MOJHOTHI MePEeUHs]
NoJ00PaHHBIX BAPHAHTOB

OK 02. Mcnonp3oBaThb
COBPEMEHHBIE CPEICTBA
MOKCKA, aHAJIN3a U
UHTEPTPETALNN
uH}popmanuy, u

JleMOHCTpaLyst HABBIKOB
HCIIOJIb30BaHUs
UH(OPMALIMOHHBIX TIOPTAJIOB B
cetu MHTEpHET, BKIIIOYas
ounmanbHbIe

OrueHka MOJHOTHI MePEeUHs]
NoJ00PaHHBIX BAPHAHTOB
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UH(pOpPMaLMOHHBIE
TEXHOJIOTUH IS
BBITTOJIHEHHS 337124

UH(OPMALIMOHHO-TIPABOBbIC
MIOPTAJIBI

npo¢heCCHOHATTbHON

JESITEJIbHOCTH

OK 03. IInanuposatb u | JleMoHcTpalus uHTEpeca K VYuacTue B MEPONPUATHSIX
peanu3oBbIBATh BBIOPAHHOM CNENMAJIbHOCTH, K | (OJIMMIIHAIbI, KOHKYPCHI
coOCTBEHHOE WHHOBALIMOHHBIM TEXHOJIOTHAM | MPO(ECCHOHAIBHOTO

npoeCCUOHATTBHOE U
JMYHOCTHOE Pa3BUTHE,
NpeANPUHIMATETBCKYIO
IeSTeNIbHOCTD B
npo¢heCCHOHATTbHON
cepe, UCTIOTB30BATH
3HAHUSA 10 IPaBOBOU U
(buHaHCOBOM
IPaMOTHOCTH B
Pa3NUYHBIX KU3HEHHBIX
CHUTYaIHsIX

B obnactu npodeccruoHanbHON
JeSITeTbHOCTH

MacTepCTBa, CTAXKUPOBKHU U
ap.), MPOBOJUMBIX KaK
o0pa3oBaTebHbIM
3aBeeHHEM, TaK U
BEYIIUMH TPEATIPUSITUIMHU
OTpacyiu

OK 04. D¢ppexruro
B3aUMOJICNCTBOBATh U
paboTaTh B KOJUIEKTHBE
U KOMaHJIe

JIeMOHCTPHUPOBATh HABBIKH
MEKITMYHOCTHOTO OOIIEHUs C
co0moieHreM OOIIeTTPHHATHIX
NPaBUJI CO CBEPCTHUKAMH B
o0pa3oBaTeNbHON TPyIIE, C
NPENoIaBaTesIMU BO BpEeMsI
o0y4eHust, C pyKOBOJIUTENISIMU
MIPOU3BOACTBEHHON NPAKTUKH

DKCnepTHOE HAO IO IeHNE
IIOBEOACHYCCKUX HABBIKOB B
xone oOyueHust

OK 05. OcyuiecTBisTh
YCTHYIO U TUCBMEHHYIO
KOMMYHHUKAIIHIO Ha
rOCyAapCTBEHHOM
A3bIke Pocculickoi
denepannu ¢ y4eToM
ocobeHHoCTeH
COLIMAJIBHOTO U
KYJBTYPHOTO KOHTEKCTA

JleMOHCTpaLusl HaBbIKOB
IrPaMOTHOHN YCTHOH U
MHUCbMEHHON pedn

DKCnepTHOE HAO IO IeHNE
HaBBIKOB YCTHOTO U
MUCBMEHHOTO OOIIEHUS B
xone oOyueHust

OK 06. ITposiBnsATh
IPa’kOaHCKO-
MAaTPUOTUUYECKYIO
MO3ULIHIO,
JEMOHCTPUPOBATH
OCO3HAHHOE MOBEICHNE
Ha OCHOBE
TPagULMOHHBIX
POCCUICKUX TYXOBHO-
HPaBCTBEHHBIX
IIEHHOCTEH, B TOM
YHUCJIE C YYETOM
rapMOHU3ALUN
MEXHALMOHAIBHBIX U
MEXKPEIUTHO3HbIX
OTHOLIEHUHN, IPUMEHSITh

DopMHUpOBAHUE YYBCTBA
MaTPUOTHU3MA,
IrPKIAHCTBEHHOCTH,
YBKECHUSI K TAMATH
3amuTHUKOB OTeuecTBa 1
noxnsuram ['epoes OTeuecTna,
3aKOHY W TPABOTIOPSIAKY,
YEJIOBEKY TPyJAa U CTapLIeMy
MOKOJICHUIO;

B3aUMHOT'O YBaXXCHUA,
OepeKHOrO OTHOIIEHUSI K
KYJBTYPHOMY HaclIeqUIO U
TpaauIusaM
MHOTOHALIMOHAJIBHOIO Hapoaa
Poccuiickon denepauuy,

VYuacTue B MEPONPUATHSIX
MaTPUOTHYECKON
HaIPaBJIEHHOCTH, B
MIPOBEICHUN BOCHHO-
CIIOPTUBHBIX UTP; y4acTHe B
porpammax
AHTUKOPPYNLIUOHHON
HaIPaBJIeHHOCTH
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CTaHOApPThI

AHTUKOPPYILIUOHHOTO | HETEPIHUMOCTHU K
MOBEACHUS KOPPYILIUOHHBIM
MPOSIBJIEHUSIM

OK 07. ConelicTBOBaTH

dopmupoBaHue OepeKHOrO

DKCnepTHOE HAO IO IeHNE

COXPaHEHHUIO OTHOILIEHHUS K IPUPOIE U JIEeMOHCTPALIH HABBIKOB
OKpY>KaroLeH cpensbl, OKpYy>Karoleu cpene COOJTFOACHHUSI TPABUIT
pecypcocOepekeHuto, SKOJIOTUYECKOH
MPUMEHSATb 3HAHUS 00 0€30MacHOCTH B BEICHUU
U3MEHEHUH KJIMMATa, npodeccHoHaIbHON
TIPUHLUITBL TeSTeIbHOCTH,
OepesKIMBOro (opMupoBaHHE HABBIKOB
MIPOU3BO/ICTBA, 3¢ eKTUBHBIX NEHCTBUH B
3¢ dexTUBHO Ype3BbIYaiHBIX CUTYaLMSIX
NEHCTBOBATH B

YPE3BbIYANHBIX

CUTYaIHsX

OK 08. Ucnonb3oBarh
cpenctna Gpu3nIecKoit
KYJBTYPbI TSI
COXpaHEHUS U
YKPEeIUIeHUs 37I0POBbsS B
nporiecce
npo¢heCCHOHATTbHON
NeSITeJIbHOCTH U
NOJIePIKAHUS
HEOOXOIUMOTO YPOBHS
busmueckoi
NOJTOTOBJIEHHOCTH

dopmupoBaHue OepeKHOrO
OTHOLIEHUS K 37JOPOBBIO

VYyacTue B CHOPTUBHBIX
MEPOTIPHUSITHSIX, TPOBOTUMBIX
o0pa3oBaTebHbIM
yupexkIeHHeM; BeIeHUe
310pOBOro 00pasa JKU3HH

OK 09. Ilonp30BarbCest
npo¢heCCHOHATTbHON
JOKYMEHTaluen Ha
roCy1apCTBEHHOM H
WHOCTPAHHOM SI3bIKaX

JleMOHCTpanysi yMEeHUs
COCTABJIATH TEKCTHI
TOKYMEHTOB, OTHOCSIIIUXCS K
podheCCHOHANTBHOM
AesITeIbHOCTH, Ha
rOCYAapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

DKCIepTHas OLIEHKA
COOITIOICHHST TTPABHIT
COCTaBJIEHUS! TOKYMEHTOB
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